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Goverment of

“ton b

Kafnataka

Pollce Department

NO:COPBCP/EST/EST3(MISC)/70/2023

Offica of the

Commissioner of Palice

Bengaluru City

Date:10-10-2025

FILLING UP OF TECHNICAL POSTS IN CYBER CRIME POLICE STATIONS IN
BENGALURU CITY

Applications are invited for the lollowing 05 technical posts to be filled in Cyber Crime
Palice StationS under Commissioner of Police, Bengaluru City, on Contract Basis:

Post No. of posis
Vigital Forensic] 5
Analyst

Starting date for application submission: 15.10.2025 “from 10.00 AM

Last date of application submission: 29.10.2025 by 06:00 PM

Detailed Notification for the above posts is published on the website of Karnataka
State Police at htipsi/ksp.karnataka.gov.in and the website of Bengaluru city Police at
www.bep.gov.in Applicants may refer 10 these website for the complete details and may
submit lheir application to this office address: No 01, Infaniry Road, Commissioner of
Police, Bengaluru -560001 or via email to dopadminbep@ksp.gov.in,

Digltally signed by
AJAY HILORI

Date: 10-10-2025
IO HIBS, 1.P.S)

Joint Commigsioner of Police

( Crimg) Bengaluru City)
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8l No Post Name No. of Salary
posts
per month
1 |Pigital Forensic 5 50,000
Analyst
PWEEY
SITTP e
No Naorﬁt@ Qualification

D|'g|tal‘ B.E/B. Tech/B.CATM.SCIM.C.A n_ Informaion Technology/  Compulé:
1 Forensic [Science/ Electronics & Communication/ Telecommunications and any
Analyst  lequivalent or relevant degree.

| —
Nate: Minimum 60% aggregate
I/ eErd
S5 . .
No Post Name Experience/Certification
Age Limit Age Limit Minimum 25 to maximum 35

Minimum 25

Desired Certifications:

» Certificate Course on Cyber Law/Cyber Forensic from any
o _ reputed institution

y [Digital Forensic » EC-Council Computer Hacking Forensic Investigator
Anaiyst (GHF')

Cartified Forensic Computer Examiner (GFCE)

Gertified Computer Examiner (CCE)

Access Data Cerlified Examiner (ACE)

EnCase Certified Examiner (EnCE)

*® * & »

vrlagn D
« Sl e Post Key Responsibilities And Requirad Skill Sets
No Name

F(nowledge of various digital storage devices, Computer &

mobile operating systems

» Ability to understand the fundamental concepts and
technologies involved in Disk & mabile forensics

« Thorough understanding of different file systems
FAT/NTFS/exFAT/HFS etc

s Ability to carry out acquisition, analysis process on the
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mobile phones, hard disk, S5D elc

+ Knowledge of mobile device wireless comminication
technologles {(3G/4G/5G)

» Analysing the Data on a variety of conventional
phones/smart phones

« Understanding of the limitations of existing methods for
axtracting Data from the devices

« Condueting forensic analysis combined with an ability 1o
accurately record full documentation in support of the
invastigation

« Ability for capluring network Data, collection, distribution,
analysis and presentation

« Ability to establish and present a timeline of atlacker's
activities

«» Coflect imporiant arlefacts like those relating to process
running disk encryption key, chat records and active
network connection

« Perform memory forensics, analysis and exiract artefacts

« Document process, procedure and reports pertaining fo

Digital Forensic incident detection and response related to memaory

Analyst + Ability 1o acquire memory/RAM from varlous OS5 (Windows,

s Linux, Mac) and devices {(deskiops, Laptops, Tablets ofc.)

« Understanding of open source forensics tools such as
Volatility framework, Redline etc. for analysis of RAM dumps

« Evidence management and chain of custody to ensure that
the continuity and integrity of evidence is praserved

« Examine artefacts related lo virtualization and various cloud
storage applications or services

+ Knowledge of investigations in virtual environments, cloud
forensic models, Architectures, chain of dependencies eic.

» Thorough understanding of slandard evidence handling
progedures

s+ Understanding of legal aspects related io handling of digital
gvidence

« Proficient with digital forensic techniques and the most
commonly used computer forensic 10ols

« Good understanding of anti-forensics/Data hiding
techniques

» Ability to draft questionnaire for sending the seized digital
avidence for examination of digital evidence (eg. Central or
State FSL)

» Exposure of Data securlty and privacy related issues while
handling digital information

+ Ability to write scripts (6.9, Python) would be an added
advaniage

« Strong verbal and written communication skills in English &
Kannada

+ Ability to translate the findings & learnings into summary
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Police Department

NO:COF’BCPIESWESTB(M[80)!70!2023 Qfifice of lhe
Cormmissioner of Police

Bengalury City
Date:10-10-2025

Notification
Sub: Filling up of technical posts in Cyber Crime police slations in Bangalore city

Police Commissionerate on contract basis reg.

it will be necessary to have the expert technical staff to strengthen to the eight
Cyber Crime Police Stations al the Bangalore City Police Commissioner's Unil.
Therefore, as per the Karnataka State Government Order No: HD 74 PQP 2021
Recruitment Commitiee has been constituted chaired by the Joint Police Commigsioner
Crime of Bengaluru City. The Appointment Committes has invited Applications for filling

the required technical posts for  strengthen the 8 Cyber Crime police stations in
Bangalore city Police Gommissionerate on the contract basis

Candidates should download the application form and notifications via the
website  address https:ffksp.kamataka.gov.inorwww.bop.gov‘in . Candidatles are
advised to send the completed applications with the following documents to the e-mail
address depadminbep@ksp.gov.n or address of this oftice No.01 infantry road, Office of
the Police Commissioner of Police, Bengaluru city-560001

1 Biodata / Resume (submilting a resume with a solf-declaration signed in the specified
formy.

2. Paste a passport sizé color portrait on a white sheet with the original signed under it
5 AADHAAR Card / PAN Card / Driving License (Selt certified Xerox Copy)

4.5. 8. L. C Marks card (Selif cerfified Xerox copy)

5 Certificate of Qualification (Self cerlified Xerox copy)

B. Certificate of work experience

7 Evaluation Sheet , all Column should be Filled in Excel Sheet and uploaded to e- mail
lo depadminbep@ksp.gov.in with the applicalion

NOTE: Candidates should carefully read the terms and conditions of the recruitment
nolification before filling the applications. No false information can be provided in the
application. If false information is found, appropriate actlon will be

laken against such candidales

Start date for application submission: 15.10.2025 from10.00 AM
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- Last date of appiication submission: 29.10.2025 by 06:00 PM

Technical Staff Details menilon beiow -

S.No Post Name No. of PostsiMonthly Remuneration
1 vigital Forensic 5 20,000
Anaiyst

Education Qualiicalion

o Post

No| Name Qualification

Digital. B.&/B. Tech/B.C AM M GA i information ~ Technalogy/ Compular
1 IForensic (Seignges Electronics & Communication/ Telecommunications and any
Analyst iequivalent or relevant degree.

Note: Minimum 60% éggregale

Experience/Ellqibility :

S{I} Post Name Expearience/Certification
Mﬁ?ﬁwﬁ:’g% Age Limit Minimurn 25 to maximum 35
Desired Cerlifications:
+ Certificate Course on Cyber Law/Cyber Forensic from any
. . repuled institution
i (Digital Forensic + EG-Council Computer Hacking Forensic Investigator
Analyst (CHFI)
» Certified Forensic Computer Examiner (CECE)
+ Certified Computer Examiner (CCE)
+ Access Data Certified Examiner (ACE)
+ EnCase Certifiod Examiner (EnCE)

Work Details:

+ Sl + Post Key Responsibililies And Required Skil! Sets
No Name

+ Knowledge of various digilal storage devices, Computer &
mobile operating systems

* Ability to understand the fundamental concepts and
technologies involved in Disk & mobile forensics

« Thorough understanding of different file sysiems
FAT/INTFS/exFAT/HFS ete

+ Ability to carty out acquisition, analysis process on the
mobile phones, hard disk, SSD ele
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» Knowledge of mobile device wireless communication
technologies (3G/4G/5G)

» Analysing the Data on a variety of conventional
phones/smart phones '

« Understanding of the limitations of existing methods for
gxtracting Data from the devices

« Conducting forensic analysis combined with an ability to
accurately record fuil documentation in support of the
investigation

« Ability for capluring network Data, collection, distribution,
analysis and pragentation

« Ability o establish and present a timeline of altacker's
activities

» Collect important artefacts like those relating to process
running disk encryption key, chat records and active

nelwork connection
« Perform memory forensics, analysis and extract artefacts

« Document process, procedure and reports pertaining to

Digital
1 Forensic incldent detection and response related 10 memory
Analyst « Ability to acquire memory/RAM from various QS (Windows,

Linux, Mac) and devices {desklops, Laptops, Tablets elc.)

« Understanding of open source forensics tools such as
Volatitity framework, Redline elc. for analysis of RAM dumps

« Evidence management and chain of custody 1o ensure that
the continuity and integrity of evidence is preserved

« Examine artefacts related to virtualization and various cloud
storage applications or services

« Knowledge of investigations in virtual environments, cloud
forensic models, Architectures, chain of dependencies eic,

« Thorough understanding of standard evidence handling
procedures

« Understanding of legal aspects related to handling of digital
evidence

« Proficient with digital forensic techniques and the most
commonly used comptiter forensic tools

« Good understanding of anti-forensics/Data hiding
techniques

« Ability to draft questionnaire for sending the seized digital
ovidence for examination of digital evidence (eg. Central or
State FSL)

+ Exposure of Data security and privacy related issues while
handling digital information

+ Ability to write scripts (e.g. Python) would be an added
advantage

» Strong verbal and wrilten communication skills in English &
Kannada

+ Ability to transtate the findings & learnings into summary
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| | | document |

JTerms and Conditions of contractual emplovment

1. The tenure of the contract is 11 months, which is temporary. The Appointing Authority
reserves the right to continue or cancel the period,

2. Candidates selected in the process are allolted a monthly cumulative salary and no
other allowances are paid,

3. Employee shall nol be entitled to any other benefits, such as Increment promotion,
pension, etc., other than the facililies provided in the terms and conditions of the
contract,

4. Must comply with the Terms of Service, Courls and Government Orders and Contract
Isstes,

5. These contract employees are only entilled to a Casual leave of 01 day per monlh,

6. In case of unauthorized absence, dug to personal reasons ar other reasons without
the approval of the compelent authority, the appointiment of contractor will be
lerminated,

7. Prior approvai ol the competent authority shail not be valved for absertesism in the
absence of a contract for a period of (1 month for medical reasons of for justifiable
reasons, However, {his period is considered non-duty days and they are not entitled to
any salary and other benefits during this period.,

8. Maintaining the duty of contracting employees with due diligence and interest.

9. Maintaining confidentiality of official information that is available or available o the
contracting employee while performing duty. Failure to maintain conlidentiality of the
information or leak will result in appropriate iegal action,

10. If the terms of this Agreement are violated, the contract appointment will be
cancslied.

11. An employee is liable to cover the cost o the government in the event of a financial
logs to the government due to misconduct, negligence and naegligence.

12. Confract employses shouid not take up full / pari-time careers in any other
organization while working in this paosition,

13. The agreement Containing the tlerms and Conditions of the appointment in a stamp
paper of sum of Rs 100/ 1o be given to within 7 days from the date of receipl of the
appointrent order.,

Digitally signed by
AJAY HILORI
Date: 10-10-2025

14:05:57
resident

Selection committee and
Joint Commissioner of Police
(Crime)} Bengaluru Cily
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WEAY PHEYEDY

KARNATAKA STATE POLICE DEPARTMENT . \
APPLICATION FOR THE POST OF TECHNICLE ANALYST |

CYBERSECURITY ANALYSY B DIGIF AL FORENSIC .

A At BT T

i Perpanent address
P arsols LU

wiohile Number
ESIE ARG Houd,

E Alternative mobile Number
A e mned,

i o fad 112 ¢
! L

: I+ there any any criminal case registered

against you or any ¢riminai trial pending

; {oaedingl you ?

; Have you ever been convicted of any

P eriminal offence 7

CIE yon, details thereot

DU Door, oduejeesos $40wes W¥To
' ! FE0Ees e

cugdodor?
i owagmOe: 3 QNS essonyy
FEEd Dendolnnh et

| 3%, et LEOT
F Work experience § 00 | Womil Gqwme KOROH XHc PR
typerience Certilicate should be eaclosed) | /N, | Company or Institution name Tenpre
ST At}
................ _ . ) . S
Fdueational Qualification ; . . Marks
P Qualificatic : . Year of Passing Maximum N
I Sz N #.®o | Details of Scored | Perceniag
D C g0 ¢ rae DB far«t Marks UV §owewors
1 S| qualitication Ao, ©oF nve i ® G
= # H EOH t
- -
i

aigrive, wrids wlrrivey, mordtuRriie, C

e

Note: All certificates mentioned in the application must be scif attested and enclosed to the
application, failing which, the application will not be considered

wroedo ©ie/ Applicant’s signature
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SELF DECLARATION

I declared thal, the details furnished in the application are true to the best of my knowledge. |
understand that if the information furnished is found 1o be false or erroncous before, dusing or afier
recruitment or if 1 am front to be ineligible, the recruitment committec may 1ake action as peT ruies,

Edeciared that 1 fulfil all the conditions specified for the post for which | have applied.

I have careRdly remd and understood all the rules and conditions mentioned in the recruitinens
notification | declare that 1 will follow the same,

e 0l e/ Applicant’s signaiure



